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Build from source Build steps in progress. The flutter module makes this
slightly more complicated

Dile Edit Yjew Navigate Code Analyze Refactor Buiki Run Isols V€S Window Help InjuredAndroid [C\Users\asmmniinjurecAndraid) - . \flutter module\librun javascriptdart flutter module] = u] *
= InjuredAndroid app “ | 0 <nodevices> ¥ % maindart ¥ | | No Devices > & [ B &% E Dl Q
g Android € = B — anifestaml build.gradle {InjuredAndraid) build.gradle {android) settings.gradle (:android) build.gradle (app} a run_javascript.dart
= app 1 import 'package:flutter/material.dart’;
& manifests 2 impart 'package:flutter_webview_plugin/flutter_webview_plugin.dart';
java 3 import 'package:shared_preferences/shared_preferences.dart’;
5 Java (general 4 import 'package:flutterxssmodule/profile.dart’; 5
L g . Ed
5 PP : BoE
= assets [ class HyHomePage extends Statefuliidget {
H res 7 H
K res (qenerated) 8 Final String test; N
.‘. i flutter $ MyHomePage({Key key, @required this.test}) : super(key: key);
& Gradle Seripts X =
Hoverride é
12 of _MyHomePageState createState() MyHomePageState(); g
} H
15 ate extends Stat ge> { %
6 tps://b3nac.com"; g
Final FlutterebviewPlugin = new FlutterlebviewPluging); 3
// here we checked the url state if it leoded or start Load or abort Lo 3
2
2 a
floverride
ol void initstate() {
. 23 // TODO: implement initState
g 24 super.initState();
) Messages:  Flutter [flutter_module] Flutter & — Eventlog o —
< Civflutter sdk\flutter windows 1.17.5-stahle\flutter\bin\flutter.bat --no-color upgrade [
, Flutter is already up to date on channel stable | 0548 Build APKis): Erors while buiding AP You ean find the smors in the 'Messages’ view
5 Flutter 1.20.3 + chamnel stable « https://github.com/Flutter/flutter.git
2 Framework + revision 216dee68cd (12 days ago) » 2028-89-81 12:24:47 -8780 5| 4 0555 Erecuting tasks: Debug] in eject CAL
7 Engine o revision dlbcesfeil
| Tools - Dart 2.9.2 0605 Gradle build firished in 9 m 58590 ms @ Build APK(s) E
Process finished with exit code @ APK(s) generated successfully for 1 module: ‘45"
% 0505 Build APK(s) Module 'app': locate or analyze the APK. )
i APK(s) generated successiully for 1 modul~ g
-: Module ‘spp’ locate or analyze the APK. | @ Gradle build finished! in 9 m 58 5 90 ms g
D DartAnalysis = TODC  “\ Build Terminal = & Logeat Q: Mesiages 4 Eventlog 2 Layout Inspector
T34 LF UTF-8 2 spaces @ B

[0 = Build APK(s): APK(s) generated successfully for 1 module: // Medule ‘app’ locate or analyze the APK. (moments ags)
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Applications ¥ Places v [J Terminal

File Edit View Search Terminal Tabs Help

esktop/android-sdk-linux/t x root@0xMaz: ~/Desktop/android-sdk-linux/tools x @ -

tools#

Applications ¥ Places v [ Terminal

File Edit View Search Terminal Tabs Help
ot@0xMaz: ~/Desktop/android-sdk-linux/t x root@0xMaz: ~/Desktop/android-sdk-linux/tools x @ -

linux/tools#

1
type path for .apk:
/root/Desktop/labl/CTF.apk
type output folder this will make new dir
take it emptey for a defult path
/root/Desktop/labl/outl
I: Using Apktool 2.4.1-dirty on CTF.apk

Loading resource table
: Decoding AndroidManifest.xml with resources...
: Loading resource table from file: /root/.local/share/apktool/framework/1
.apk
1: Regular manifest package.
I: Decoding file-resources.
I: Decoding values */* XMLs.
I: Baksmaling classes.dex
I: Baksmaling classes7.dex...
I: Baksmaling classes6.dex...
I: Baksmaling classes8.dex...
I: Baksmaling classes4.dex.
I: Baksmaling classes5.dex.
1: Baksmaling classes2.dex..
I: Baksmaling classes3.dex...
I: Copying assets and libs..
I: Copying unknown files
I: Copying original files...
I: Copying META-INF/services directory

De

ktop/Android-Reverse-Tool-K




Applications ¥ Places v [ Terminal ~ B % en~ ) G ~
r ~/D p id-sdk-li e o0

File Edit View Search Terminal Tabs Help
root@0xMaz: ~/Desktop/android-sdk-linux/tool x root@0xMaz: ~/Desktop/android-sdk-linux/tools x @ -

ARTK.sh

Desktop# cd la
Desktop/labl# 1s
CTF.apk out

Desktop/labi# []

2

type the path for .apk:

/root/Desktop/labl/CTF.apk

type output folder

ex /root/Desktop/classes.jar

/root/Desktop/labl/classes.jar

the output .j will be in /root/Desktop/labl/cl jar

dex2jar /root/Desktop/labl/CTF.apk /root/Desktop/labl/classes.
> Kt yol-Kit#

dr i-Reverse-

Glalal) s jaiil) ) sealls il 5 50 5
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Desktop/labl# 1s
CTF.apk outl
1# cd outl
labl/outl# 1s
Lib smalil

apktool.yml META-INF smali
assets -m i
kotlin P i




androidmanifest.xml J) <ales lag #1

GNU nano 5.2 AndroidManifest.xml
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FlagOneLoginActivity.class - Java Decompiler =

Android Emulator - PenTest 1 AENE= ]

N x
FlagOneLoginActivity i O |4 MainActivity.class 2 | £ FlagTwoActivity.class®2 | & Reclass & | 4 FlagOneSuccess.clas:
,:
el ) |on.setContext((Context)this);
5 Lbar) findViewBy1d(2131231066)) ;
LndViewById(2131230892)).setOnClickListener((View.OnClickListener)new FlagOneloginActivit:
[ | Fhg_0n3 SUBMIT LU
M @ int paramInt) { this.click = paramInt; }
Bg(View paramView) {
B Text)findViewById(2131230876) ;
[« cK 0 nValueIsNotNull(editText, "editText2"):
N E 1tText.getText().toString(), "Flag On3")) {
G ent((Context)this, FlagOneSuccess.class):
etFlagOneButtonColor(true):
)).editBoolean((Context)this, "flagOneButtonColor”, true);
Input the flag and push submit. (o}
d 1 = {"\000\020\n\000\n\002\020\002\n\000\N\002\0301002\n\002\b\002\020\0001032\0020\0012'
LoginActivity$onCreate$l implements View.OnClickListener {
'e) (View paramlView) {
lagoneLoginActivity;
by.this.getClick() == 0) {
0 iew, (CharSequence)"The flag is right under your nose.", 0).setAction((CharSequence)"Act
‘I = FlagOneLoginActivity.this;
setClick(flagOneLoginActivity.getClick() + 1);
nActivity.this.getClick() == 1) {
BLoginActivity, (CharSequence)“The flag is also under the GUI.", @).setAction((CharSequen:
Lthis.setClick(0);
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FlaquoA(tivity.clM- Java Decompiler A

Android Emulator - PenTe:

~ 4 w1224

FlagTwoActivi %
9 Y PneLoginActivity.cl.ass'.‘Z fub MainActivity.class &3 4 FlagTwoActivity.class &2 | & Ruclass &3 4 FlagOneSucce

le b3nac. injuredandroid;

android.os.Bundle;

android.view.View;

ndroidx . Al A

androidx. aj wid T r:

<com.google.android.material. floatingactionbutton.FloatingActionButton;

mn ndr # nackbar.Snackbar:
. class FlagTwoActivity extends AppCompatActivity {
There is a way to click = o0;
bypass the main ected void onCreate(Bundle paramBundle) {

per.onCreate (paramBundle) ; (
(2131427373)

activity and invoke ltContentview
other activities that ItSupportActionBar( (Toolbar) findViewById (FREREERGEE) ) ;

FloatingActionButton)findViewById(2131230892)).setOnClickListener(new _$SLambdasFlagTwoActivitys S148XbK
are exported.
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FlagTwoActivity

There is a way to
bypass the main
activity and invoke
other activities that
are exported.

\ctivity$w3DnN_oqYpmEEXNKAJ3E6C v
I C

Android Emulator - PenTest il ©

g

MainActivity.class - Java Decompiler - (@ (x

l i FlagTwoActivity.class &2 f b25lActivity.class &3 fup R.class &3

EnpatActivity.class £ o FlagsOverview.class &2 o SecureSharedPrefs.class £2 ) MainActivity.class &2
inal void goToFlagOneLogin(View paramView) { startActivity(mew Intent((Context)this, FlagOneLoginActivity.clas :
inal void goToFlagSevenSqliteActivity(View paramView) { startActivity(new Intent((Context)this, FlagSevenSqlit
inal void goToFlagSixLoginActivity(View paramview) { startActivity(new Intent((Context)this, FlagSixloginActiv
inal void goToFlagTenUnicodeActivity(View paramView) { startActivity(new Intent((Context)this. FlagTenUnicodeA
inal void goToFlagThirteenActivity(View paramView) { startActivity(new Intent({(Context)this, RCEActivity.class
inal void goToFlagThreeResources(View paramView) { startActivity(new Intent((Context)this, FlagThreeActivity.c

inal void goToFlagTwelveProtectedActivity(View paramView) {
= this.click;
1=0) {
i0=1) {
(1=2) {
Toast.makeText(getApplicationContext(), (CharSequence)"Check my Youtube :)"
this.click = 0:

1) .show();

se {
ast.makeText (getApplicationContext(), (CharSequence)”A PoC app is needed!", 1).show():
is.click++;

t.makeText (getApplicationContext(), (CharSequence)“Use an exported activity!", 1).show();
.click++;

ass (View param { startActivity(new Intent((Context)this.
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b25lActivity.class - Java Decompiler e ® 0
File Edit Navigation Search Help
2 &y C%
4 classes.jar 23
fob FlagUNeSUCCess.class R
#» FlagSevenSqliteActivity.class fu» AppCompatActivity.class 2
{ FlagSixLoginActivity.class ” . o ~
% FlagTenUnicodeActivity.class fws FlagTwoActivity.class i an _SSL P r56ShFzZKzLG4COIsYOwW7zVVead.class =3
{u FlagThreeActivity.class T yActivity.classii 4D, classt? | 4 Display .classi? b Expor .class
) FlagTwelveProtectedActivity.class
) FlagTwoActivity.class T b2SlActivity.class &2 4 Reclass 2 ‘s MainActivity.class 2 fu» ContactActivity.class £2 % BuildConfig.class &2
> © FlagTwoActivity private Has TINOVIEW ache; ~

% FlagsOverview.class

» ® FlagsOverview

o Hide.class

% MainActivity.class

& QXV0aA.class

f Roclass

RCEActivity.class

s SecureSharedPrefs.class

* © SecureSharedPrefs

i SettingsActivity.class

4 TestBroadcastReceiver.class
f» VGVAdEVUY3)5cHRpb24.class
i VGVAJEVuY3)5cHRpb25Ud28.class
i XSSTextActivity.class

# _$SLambda$ExportedProtectedintent$r56ShFzZKzLG4COIsYO:

= public void _s_clearf)
HashMap hashitap = this.
if (hashMap != null)
hashMap. clear():
}

ewByldCache() {
n :

= public View _s_findCachedviewById(int paramlnt) {
if (this._3_findViewCache == null)
this._s_findviewCache = new HashMap():
View viewl = (View)this._s_findViewCache.get(Integer.valueof (paranInt));
View view2 = viewl:
& Af (viewl = null) {
view2 = findViewById(paramInt):
this._s_findViewCache.put(Integer.valueof (paranInt), view2):
}

return view2;

4 _$SLambda$FlagFiveActivity$SRAB_TQFSIOAAWEIXTkecGPHIl | = P'::“:“’ void °?‘::;:“ng}f parangundle) {

& _$SLambda$FlagFiveActivitySUixvCR6Wa2802nA_IBRYP3Uwu uﬁmmm(m»:’

o _$SLambda$FlagTwoActivity$ _S5148XbK1KbxirsWxacjg4mynXo. SecuresharedPrefs. , ((Con; ]

[RC) FlagTwoA 48 XbK1K] 4 (new F ry . setFlagTwoButtonColor(tlue) : -
r;i?,g::&sfw)aeozo e s iy (new resharedPrefs()) .editBoolean( (Context)this, “flagTwoButtonColor*, true);:

}

& _S$SLambda$SettingsActivity$w3DnN_ogYpmEEXNKA3E6OyALx 3
- 4 0

Find: 2131427357
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androidmanifest.xml 8 4ie Ciay

exported 4l (5 sl a3 L) Jaa Dl

Dol g lea il Lgla
JAS i 4 Wiaga s content providers J L sem

Glapkaill et Ha85 Lgdy yha (e g Clankill u structured data
Jd Gk o paldll Gukill ae Jual 51l
W p25...... o8 ) aald Usle 5 ) androidmanifest.xml
4adlia 2 50 Y Q) gl Al (5 gu

&Y5 AndroidManifest 3 Louie 342404
exported LgJ sowd Huds OLlwdS o) 4hils!
4 sew yais ga g MainActivity ga g

ey daaaas Joele 4d Y Ll ySdlexported
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-
Hle Edit View MNavigate Code Analyze Refactor Build Run Took VCS Window Help POC 1|CiUsersiesmmnlAndraidStudioProjects\POC 1] - .. \java\comtexampleipac_T\MainActivityjava [app] = [m] b
POC 1 app st main java com example poc_1 ' © MainActivity s app ¥ | NoDevices ¥ | B & & O ls Q
5 Android ¥ D = & & activity_mainsm| £ Maindctivi build.gradie (POC_1) build.gradle (:app) || gradle-wrapper.properties far, AndraidManifestxml r
g vl
E; app package com.example.poc_1; B
T manifests =
3 s AndroidManifestxml import ...
F <
& java z
“ cam.example.poc_1 & public class MainActivity extends AppCompatActivity { g
- £ MainActivity 2
El comexample.poc_1 fandroidTest) @Override H
5 com.example.poc 1 o protected void onCreate(Bundle savedInstanceState) {
- res super.onCreate(savedInstanceState); <
@ Gradle Seripts setContentView(R. Layout.activity_main); g
build.gradle (Proj ] ol
build.gradle {Module: aps] Intent start = new Intent(); 4
1/l gradle-wrapper.properties (G ersion) start.setClassName( packageName: "b3nac.injuredandroid”, className: "b3nac.injuredandroid.b251Activity™); g
& proguard-rulespra (ProGu app startActivity(start);
71l gradle.praperties (Project P ie ¥ %
settings gradle (Froject 5 | g
11l local properties (5 } el
z
iy
F
5
&
3 MainActivi
~ Build:  Sync o —
* POC 1: successtul al 13/09/20 0637 5 KotlinDs1ScriptsParameter(correlationId=332613011324508, scriptfiles=[]) => StandardKotlinDslScriptshodel
P & app/ouildgradle (scripts=[], commonbodel=CommonKotlinDslScriptiodel(classPath=[], sourcePath=[], implicitImports=[1}, o
E] Configuration 'compile’ is oksolete and has been replaced with  dehydratedscriptiodels={}) - took @.083 secs =
e
H CONFIGURE SUCCESSFUL in 595
- 0
=
2
s 5
& 4
B Terminal K Build = & Logeat ToDC @ Eventlog ' Layout Inspector

[0 Android Studia is using the following JDK |ocation when running Gradle; // C:\Program Files\Android\Andraid Studicjre /7 Using different JDK locations on different processes... (4 minutes ago)  18:1
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https://streamable.com/e/4trn28
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